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1
Decision/action requested

This contribution proposes solution for F1 interface security association establishment, to be captured in TR 33.824
2
Rationale

This contribution proposes the potential solution for the establishment of secure F1 interface with the network, using the shared key, derived from the AS security key. AS security key is established by the MT functionality of the IAB node and the IAB Donor as part of IAB-MT setup.  

Request SA3 to capture the proposed solution, so that study is carried out on how secure communication of the IAB node with the network to be performed.

3
Detailed proposal

*********************Start of Changes***************************
6.3
Solutions for key hierarchy and the related procedure
6.3.Y
Solution #3.X: Shared secret for F1 security context establishment
6.3.Y.1
Introduction

This solution addresses the security credentials establishment for the security requirements in key issue #4.1.

6.3.Y.2
Solution details
For establishment of the secure RRC connection with the network (IAB MT setup), the MT functionality in the IAB node performs authentication with the network and establish the AS security context for the secure exchange of the RRC messages (Solution #2.1). Further, for establishment of secure F1* interface (IAB DU setup), it is required to perform an authentication mechanism over IKEv2 to establish IPSec tunnels (Solution #4.1). As the IAB Node’s MT functionality and DU functionality establish the security context independently, multiple authentication procedures are performed between the IAB Node and to the same network (for the same RAN technology). Instead of performing the mutual authentication again between the IAB Node and the IAB Donor, the Access Stratum (AS) security context key KgNB (in possession of the MT functionality in the IAB node and in the IAB Donor) is used to derive a Shared Key, which will be used to compute the AUTH value directly and the authentication run is skipped (skipping full authentication run, for example, EAP-TLS or EAP-AKA procedure).
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Figure 6.3.Y.1-1: Establishment of F1 security association using Shared Key

- Phase 1: IAB-MT setup. In this phase, the MT functionality of the new IAB-node (e.g. the IAB-node 2 in Figure 6.3.Y.1-1) connects to the network as a normal UE, by performing RRC connection setup procedure with IAB-donor-CU, authentication with the core network, IAB-node 2-related context management, IAB-node 2’s access traffic-related radio bearer configuration at the RAN side, and, optionally, OAM connectivity establishment. 
As part of AS security establishment, the MT functionality of the new IAB-node and the IAB donor, derives the key KgNB. In case of NSA, the MT functionality of the new IAB-node and the IAB donor are in possession of the KgNB which is the S-KgNB provided by the MeNB. 

- Phase 2-1: Backhaul RLC channel establishment. In this phase, at least the backhaul RLC channels for CP traffic e.g. carrying F1-C messages to and from the IAB-node, are established. 

- Phase 2-2: Routing update. In this phase, the BAP layer is updated to support routing between the new IAB-node 2 and the IAB-donor-DU. This includes configuration of a BAP routing identifier for routing in downstream direction on the IAB-donor-DU and a BAP route identifier in upstream direction on MT functionality of IAB-node 2. The routing tables are updated for all ancestor IAB-nodes (e.g. IAB-node 1) and the IAB-donor-DU with routing entries for the new BAP routing identifier. The DU functionality of the new IAB-node configures an IP address to establish IP connectivity to the operator’s network. 

- Phase 3: IAB-DU part setup. In this phase, the DU functionality of the IAB-node 2 is configured. The DU functionality of the IAB-node 2 initiates the set up F1-C connection with the IAB-donor-CU and establish security context. For the establishment of security context for the F1* interface (F1-C and/or F1-U), the IAB-node 2 initiates IKEv2 procedure (as detailed in Solution #4.1) with the IAB-donor-CU to establish the IPsec SAs. The Access Stratum (AS) security context key KgNB (in possession of the MT functionality in the IAB node and in the IAB Donor) is used to derive a pre shared key (KIAB), which will be used to compute the AUTH value directly and the authentication run is skipped (skipping full authentication run, for example, EAP-TLS or EAP-AKA procedure). The IAB node and the IAB Donor uses the KIAB derivation function detailed in Figure 6.3.Y.1-2 for the deriving the KIAB.  

   After the F1 is setup, the IAB node can now start serving the UEs.
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Figure 6.3.Y.1-2: KIAB derivation function
*********************End of Changes**************************
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